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Abstract. In this paper, we study the problem of projected outlier ckde in high di-
mensional data streams and propose a new technique, 8lésamProjectedOuliter
deTector (SPOT), to identify outliers embedded in subspacearse Subspace Tem-
plate (SST), a set of subspaces obtained by unsupervisddrangervised learn-
ing processes, is constructed in SPOT to detect projectiiersueffectively. Multi-
Objective Genetic Algorithm (MOGA) is employed as an effeesearch method for
finding outlying subspaces from training data to constr&T.SST is able to carry out
online self-evolution in the detection stage to cope withaiyics of data streams. The
experimental results demonstrate the efficiency and effawss of SPOT in detecting
outliers in high-dimensional data streams.

1 Introduction

Outlier detection is an important research problem in datang that aims to find objects
that are considerably dissimilar, exceptional and incgiaat with respect to the majority
data in an input database [10]. In recent years, we have sgtea tremendous research
interest sparked by the explosion of data collected andfeared in the format of streams.
Outlier detection in data streams can be useful in many f@ldhk as analysis and monitoring
of network traffic data, web log, sensor networks and findmi@asactions, etc.

A key observation that motivates our work is that outlierstxg in high-dimensional
data streams are embedded in some lower-dimensional sidsspéere, a subspace refers to
as the data space consisting of a subset of attributes. dhédis are termegrojected out-
liersin the high-dimensional space. The existence of projeaidliées is due to the fact that,
as the dimensionality of data goes up, data tend to beconalgglistant from each other
[1]. As a result, the difference of data points’ outlier-eedll become increasingly weak
and thus undistinguishable. Only in moderate or low dimamai subspaces can significant
outlier-ness of data be observed.

The problem of detecting projected outliers from high-disienal data streams can
be formulated as follows: given @-dimensional data streaf, for each data poing; =
{pi1,pi2, ..., pip} In D, the projected outlier detection method performs a mappisig
f :pi — (b,S;,Score;). b is a Boolean variable indicating whether or ngtis a pro-
jected outlierp; is a project outlieri(e., b = true) if there is one or more subspaces where
p; is an outlier. These subspaces are called the outlying asbsip;. In this caseS; is
the set of outlying subspaces gfandScore; is the corresponding outlier-ness scorevpof
in each subspace &f. The users have the discretion to pick up the tqmojected outliers
that have the highest outlier-ness. In contrast, the toadit definition of outliers does not
explicitly present outlying subspaces of outliers in thalffiesult as outliers are detected in
the full or a pre-specified data space that is known to uséosdeutliers are detected.

Detecting projected outliers in high-dimensional dat@atns is a nontrivial research
problem. There are two major challenges for us to tackle ghiblem. First, finding the
right outlying subspaces for projected outliers is crutdadetection performance of the al-
gorithm. However, the number of possible subspaces inesedimmatically when the data



dimensionality goes up. Thus, finding the outlying subspadfethe data through an ex-
haustive search is infeasible for high-dimensional datasts. Second, data stream outlier
detection algorithms are restricted to one pass over tleesticgam and thus need to process
data in an incremental, online and real-time paradigm.

In this paper, we present a new technique, called Streaned®enf Outlier deTector
(SPOT), to approach the problem of outlier detection in fFdghensional data streams. The
major technical contributions of this paper can be sumnadris follows:

— First, this paper formally formulates the problem of priogetoutlier detection for high-
dimensional data streams. To the best of our knowledgeg thas been little research
work in literature that targets this research problem;

— Second, SPOT constructs the novel Sparse Subspace Te(g83dtgto detect projected
outliers. SST consists of a number of mutually supplemesitiddpace groups that con-
tribute collectively to an effective detection of projettteutliers. SPOT is able to per-
form supervised and/or unsupervised learning to cons88dt, providing a maximum
level of flexibility to users. The strategy of self-evolutiof SST has also been incorpo-
rated into SPOT to greatly enhance its adaptability to dyinawf data streams;

— Third, unlike most other outlier detection methods that suea outlier-ness of data
points based on a single criterion, SPOT adopts a more feexibmework allowing
for the use of multiple measures for outlier detection. Eayplg multiple measures
is generally more effective than a single measure. SPOikzegilthe Multi-Objective
Genetic algorithm (MOGA) as an effective search method td §nbspaces that are
able to optimize these criteria for constructing SST;

— We show that SPOT is efficient and outperforms the existinthots in terms of effec-
tiveness through experiments on both synthetic and risatHita sets.

The rest of this paper is organized as follows. The basiceptiscand definitions used in
SPOT will be presented in Section 2. In Section 3, we dwelllgorithms of SPOT, with an
emphasis on the learning and detection stages of SPOT. ilyqrenl results of SPOT are
reported in Section 4. The final section concludes this paper

2 Concepts and Definitions

2.1 Data Space Partitioning

To facilitate the quantification of data synopsis for outlietection, a hypercube is super-
imposed and equi-width partition of domain space is perémintach attribute of the data
is partitioned into a few number of non-overlapping eqealgth intervals. The cells in hy-
percube can be classified into two categories, the base and projected cells.base cell

is a cell in the full data space (with the finest granularithypercube). The dimensionality
(i.e., number of attributes) of a base cell is equaltavhereyp is the dimension of the data
stream. Aprojected cellis a cell that exists in a particular subspace. The dimeasitgrof

a projected cell is smaller than For example, if each dimension of a 3-dimensional data
space is divided into 3 intervals, then there are 27 bass, @it only 9 projected cells in all
2-dimensional subspaces and 3 projected cells in all 11iineal subspaces.

Using the equi-width partition method is advantageousbge# is not influenced by the
distribution of data and it is unnecessary to update theespadition in the whole data pro-
cessing process. In contrast, the equi-depth and V-opparétion methods are not suitable
in processing data streams because they need to updatertiiempérequently when data
continuously arrive to ensure their partition criteria aret and, in the worst, such update is
rather difficult due to a lack of sufficient data summariesireyl in the space re-partition.

2.2 Data Synopsis

Based on the hypercube structure, we employ two data sys)aadiedBase Cell Summary
(BCS) andProjected Cell SummarfPCS), to capture the major underlying characteristics
of the data stream for detecting projected outliers. Theydafined as follows.



Definition 1. Base Cell Summary (BCS) The Base Cell Summary of a base celh the

hypercube is a triplet defined &°5(¢) = {D,, LS., SS.), whereD., LTS‘C andSTS*c denote
the number of points ip, the sum and squared sum of data values in each dimensiomés po

— — — HQ
in ¢, respectivelyi.e, LS.= > p;, andSS.= > p,, forp; located inc, 1 <i < ¢.
BCS features two desirable propertiés,, additivity and incremental maintainability
[22], that can be used to compute data synopsis for projeetéslin subspaces.

Definition 2. Projected Cell Summary (PCS) The Projected Cell Summary of a celln
a subspace is a triplet defined a®CS(c, s) = (RD,IRSD,IkRD), whereRD, IRSD
and IkRD are the Relative Density, Inverse Relative Standard Dieviadnd Inverse k-
Relative Distance of data pointsdrof s, respectively.

RD,IRSD andl/kRD are three effective measures to represent the overall patsity
of each projected cell from different perspectives. Theyesed together in SPOT to achieve
a good measurement of data outlier-ness. They are all defnedio-type measures in order
to achieve statistical significance in measurement. Thigeouness thresholds defined based
on ratio-type measures are also intuitive and easy to specif

Definition 3. Relative Density (RD):Relative Density of a celtin subspace measures the
relative density of w.r.t the expected level of density of non-empty cells.iff the density
of ¢ is significantly lower than the average level of cell dengityhe same subspace, then
the data inc can be labeled as outliers. RD is calculatedrd3(c, s) = %, whereD,

andE (D) represent the density.€., number of points) i and the expected density of all
the cells ins. SinceE(Dy) = % whereN corresponds to the effective stream length (the
decayed total number of data points at a certain time), tRli¥c, s) = DT‘SH

Definition 4. Inverse Relative Standard Deviation (IRSD):Inverse Relative Standard De-
viation of a cellc in subspace is defined as inverse of the ratio of standard deviatioa of
in s against the expected level of standard deviation of nontgrglls ins. Under a fixed
density, if the data in a cell features a remarkably highddiaah deviation, then the data are
distributed more sparsely in the cell and the overall outliess of data in this cell is high.

—1
IRSD(c,s)is computed ag RSD(c, s) = {EE’U)} , Whereo, denotes the standard devi-

ation ofc andE (o) denotes the expected standard deviation of cells in subsp&inceo.

is larger than 0 but does not exceed the length of the longegbdal of the cell in subspace

s, whichisy/|s|l, where]s| is the dimensionality of and! is the side length of each interval,
0++/1s|l

thusE(o,) can be estimated ds(0,) = —5— = @

Definition 5. Inverse k-Relative Distance (IkRD): Inversek-Relative Distance for a cell
¢ in a subspacs is the inverse of ratio of the distance between the centrbid and its
nearest representative pointssimgainst the average level of such distance for all the
non-empty cells. A high IkRD value af indicates that is noticeably far from the dense
regions of the data i, thus the outlier-ness of data inis high. The IkRD is defined as
. —1

IERD(c, s, k) = %} , k_dist(c, s) is the sum of distances between the

ge_k_dist(c;,s)
centroid ofc and itsk nearest representative pointsdrand average_k_dist(c;, s) is the
average level ok _dist(c;, s) for all the non-empty cells in.

Decaying Function.In response to the possible concept drift of data streamsjsgex-
ponential decaying functioim calculating data synopsis at different time. Supposettiea
latest snapshot of data synopsis of a cellc (¢ can either be a base cell or a projected cell)
is created at timé&’, then we can updat&t of c when a new data arrives at: at the timeT”

(T" > T) as follows: M (c)T" = df (T' — T, t)M(c)T + M(p), wheredf () is the decayed

function that is defined agf (7’ — T,t) = e—a(TfT), a is the decaying coefficient that

is used to adjust the speed of weighted decay,tasdhe basic time unit used for scaling
elapsed time.
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3 Stream Projected Outlier Detector (SPOT)

3.1 An Overview of SPOT

An overview of SPOT is presented in Figure 1. SPOT can be lyafdded into two stages:
the learning stage and the detection stage. SPOT can fustipeort two types of learning,
namely offline learning and online learning. In the offlinarieing, Sparse Subspace Tem-
plate (SST) is constructed using either the unlabelediimgidata €.g, some available his-
toric data) and/or the labeled outlier examples provideddapain experts. SST is a set of
subspaces that features a higher data sparsity/outlgsrthan others. It casts light on where
projected outliers are likely to be found in the high-dimensl space. SST consists of three
groups of subspacese., Fixed SST Subspace$§), Unsupervised SST SubspacesS)
and Supervised SST Subspac&s), whereFsS is a compulsory component of SST while
US andSS are optional components. SST is mainly constructed in aonparsised manner
where no labeled examples are required. However, it is blesgd use the labeled outlier
exemplars to further improve SST. As such, SPOT is very flexdnd is able to cater for
different practical applications that may or may not havailable labeled exemplars. Mul-
tiobjective Genetic Algorithm (MOGA) is used for outlyinglsspace search in constructing
US andSS.

When SST is constructed, SPOT can start to screen projeatédre from constantly
arriving data in the detection stage. The arriving data ballfirst used to update the data
summariesi(e., PCSs) of the cell it belongs to in each subspace of SST. HBtéswlill then
be labeled as a projected outlier if PCS values of the celra/lidbelongs to are lower than
some pre-specified thresholds. The detected outliers ahgévad in the so-called Outlier
Repository. Finally, all or only a specified number of the tayliers in Outlier Repository
will be returned to users when the detection stage is finished

During the detection stage, SPOT can perform online legrpariodically. The online
learning involves updating SST with new sparse subspaeeSEOT finds based on the cur-
rent data characteristics and the newly detected outl@mine learning improves SPOT’s
adaptability to dynamic of data streams.

Training

SST data

/ﬁ‘—!— Offline Learning

(MOGA) Outlier

— ———— Reposnory /
/' SS Online Learning
Al—y Projected Outlier , Data \\
Detection )

Stream ;

Users «
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Fig. 1. An overview of SPOT

3.2 Learning Stage of SPOT

Since the number of subspaces grows exponentially witlrdggalata dimensionality, eval-
uating each streaming data in each possible subspace begoatgbitively expensive. As
such, we only evaluate each point in SST alternatively, irffort to render this problem
tractable. The central task of the offline learning stage onstruct SST.



Construction of SST. It is desired that SST can contain one or more outlying sutespéor
as many projected outliers in the streams as possible. Toisl@&ST is designed to contain a
few groups of subspaces that are generated by differentlyimdgrationales. Different sub-
space groups supplement each other towards capturinggtiitestibspaces where projected
outliers are hidden. This helps enable SPOT to detect pgegjaautliers more effectively.
Specifically, SST contains the following three subspacegsd-ixed SST Subspacess),
Unsupervised SST Subspadés] andSupervised SST Subspac8s), respectively.

e Fixed SST SubspaceB®)

Fixed SST Subspace# ) contains all the subspaces in the full lattice whose marimu
dimension isM axz Dimension, where M ax Dimension is a user-specified parameter. In
other words,FS contains all the subspaces with dimensions of 1; 2, M ax Dimension.
FS satisfies thaV's, we havels| < MaxDimension if and only if s € FS. Construction
of 7S does not require any learning process.

e Unsupervised SST Subspadésy)

Unsupervised SST Subspackss( are constructed through an unsupervised offline learn-
ing process. We assume that a set of historical data is alaflar this unsupervised learning.
All the training data are scanned and assigned into one (alycbae) cell in the hypercube.
The BCS of each occupied cell if are maintained during this data assignment process.
Multi-Objective Genetic Algorithm (MOGA) is then appliechdhe whole training data to
find the subspaces that feature a higher number of outlibes&subspaces will be added to
us.

Once we have obtained the initfdlS, we can further procure more useful subspaces for
US. We can find the outlying subspaces of the top training datahtave the highest overall
outlying degree. The selected training data are more liteelye considered as outliers and
they can be potentially used to detect more similar outlietise stream. The overall outlying
degree of the training data is computed in an unsupervisesherdy employing clustering
analysis.

As the distance between two data points may vary signifiganttlifferent subspaces,
we therefore expect the distance metric used in the clagtéoi be able to well reflect the
overall distance of data points in difference subspacgmaally those where outliers are
likely to be detected. To achieve this, we employ a noveldise metric, calle®utlying
Distance(OD) for clustering training data. It is defined as the averagtadice between
two points in top sparse subspaces of the whole training datained by MOGA,i.e.,

OD(p1,p2) = 25 distpipessi) \wherem is the number of top sparse subspaces returned

m
by MOGA ands; is thei*" subspaces in this set.

We utilize lead clustering methqdalso called the fixed-width clustering, to cluster the
whole training data into a few clusters. Lead clusteringhudts a highly efficient clustering
method that adopts an incremental paradigm to cluster Bataeach data in the data set
that has yet been clustered, it will be assigned to the alusteuch thatOD(p, ') < d.
andVe; # ¢,0D(p,c¢’) < OD(p,¢;). The centriod o’ will be updated upon the cluster
assignment op. If Ve¢;, we haveOD(p,c;) > d., then a new cluster is initiated and
becomes the centroid of this new cluster. These steps witxeated until all the data in the
data set have been clustered.

Due to its incremental nature, lead clustering method feata promising linear scala-
bility with regard to number and dimensions of training d&tawever, its result is sensitive
to the order in which the training data are clustered. Toesohis problem, we perform
lead clustering in multiple runs under different data osd&ven though an outlier may be
assigned into different clusters in different runs, thendeethat it is assigned to a small clus-
ter is relatively high. Hence, the outlying degree of a tiragndata can be measured by the
average size of clusters it belongs to in different runs.

e Supervised SST Subspac8s)

In some applications, a small number of outlier exemplarg beaprovided by domain
experts or are available from some earlier detection psocHsese outlier exemplars can
be considered as carriers of domain knowledge that are fmtgmuseful to improve SST
for better a detection effectiveness. MOGA is applied orhed#dhese outlier exemplars to



Algorithm: SPOT _UnsupervisedLearning (Dr, dc, Nruns)

Input: Training dataDr, clustering distance threshald, number of clustering rund’,,s;
Output: Unsupervised SST subspaces;

LUS <0

2. MOGA (Dr);

3. US «— USU top sparse subspacesbf-;
4. FOR{=110 Nyyns DO

5. Cluster(Dr,US, d.);

6. ComputeOR(Dr);
7
8
9

[EnY

. FOR each top training dataDO {
MOGA (p);
. US < USU top sparse subspacesof}
10.SST «— US,
11.Return(SST);

Fig. 2. Unsupervised learning algorithm of SPOT

find their top sparse subspaces. There subspaces are agiled/S8ed SST Subspacehy).
Based oSS, example-based outlier detection [23] can be performetfiectively detects
more outliers that are similar to these outlier examples.

Remarks: 7S, US andSS differ in their respective role they play in projected oetlde-
tection. 7S is deterministic and it tries to establish an effectivenasgtomlinefor pro-
jected outlier detection without performing any learnimggess. DefinitelyFS is able to
detect the projected outliers as long as one of their relsgeatitlying subspaces falls into
the MaxDimension-dimensional space lattice. Due to an exponential growtkie of
this space latticeM ax Dimension is normally set quite small, say 3 or 4. As such, the
detecting capability ofF'S is limited. It cannot detect those projected outliers if tie
mensionality of all their outlying subspaces excédédx Dimension. In contrast{/S and
SS are randomized by nature and do not subject to the dimerigionanstraint./S and
SS can help detect more subsequent outliers that share siofitaacteristics of the top
outlying training data or the outlier exemplars providedhman users. They can sup-
plementFS to detect projected outliers whose outlying subspace atdocated in the
M axDimension—dimensional space lattiae.

Computing PCS of a Projected Cell.In MOGA, PCS of projected cells need to be com-
puted. The central components required for quantifying R3D, IkRD of PCS for a pro-
jected cellc are the densitylp..), mean fi.) and standard deviatiow{) of data points inc
and the representative points in the subspace whexésts. Fortunately, as shown in [22],
D., u. ando, can be efficiently obtained using the information maintdimeBCS. Thus,
we only show how representative points can be obtained fmpeoing IkRD here. The rep-
resentative points of a subspacare the centroids of a selected set of non-empty celis in
This selected set of cells are termeml/erage cellsA rule-of-thumb in selecting coverage
cells in a subspaceis to select a specified number of the most populated celisirch that
they cover a majority of data iy such as 90%. It is noted that the initial representativa dat
for different subspaces are obtained offline before outlegection is conducted, thus it is
not subject to the one-pass scan and time-criticality requents of data stream applications.

Learning Algorithms. Figure 2 presents the unsupervised learning algorithm @TSP
Steps 4-5 perform lead clustering of the training d&ta. The distance metric used in the
clustering, Outlying Distance (OD), is based on the topspaubspaces of the whole train-
ing data obtained by MOGA in Step 2 and 3. Step 6 quantifies thté/idg Factor of each
training data. Step 7-9 try to find the sparse subspacesgdrdaming data that have highest
Outlying Factor. MOGA is applied on each of top training datdind their respective top
sparse subspacésS is added to SST and returned to users in Step 10-11. The thligoior
the supervised learning, which is simpler than that of theupervised learning, is presented
in Figure 3. Step 2-4 find the sparse subspaces for eachrarenplar using MOGASS

is added to SST and returned to users in Step 5-6.



Algorithm: SPOT _SupervisedLearning (OF)

Input: Set of outlier examplar® E;

Output: Supervised SST subspaces;

1. 5SS 0

2. FOR each outlier examplarin OE DO {
3. MOGA(o);

4. 5SS «— SSU top sparse subspaces®f}
5.58T «— S8S;

6. Return(SST);

Fig. 3. Supervised learning algorithm of SPOT
3.3 Multi-Objective Genetic Algorithm (MOGA)

In the offline learning stage, we employ Multi-Objective @&a Algorithm (MOGA) to
search for subspaces whose RD, IRSD and IkRD objectiveseanifimized in construc-
tion of SST. MOGA conducts search of good subspaces throughrder of generations
each of which has a population containing a specific numbigrddfiduals {.e., subspaces).
The subspaces in the first generation are typically gergratelomly, while the subspacesin
the subsequent generations are generated by applyindhsgse@ators such as crossover and
mutation on those subspaces in their preceding generatiagnmulti-objective minimiza-
tion problem, subspaces in the population of each generasio be positioned on different
trade-off surfaces in the objective function space. Thesgabes located on a surface closer
to the origin is better than the one far from the origin. Theesiority (or inferiority) of
the subspaces on the same surface are not distinguish&lgesufface where the optimal
subspaces are located is calleareto Front Figure 4 shows an example of two surfaces
when there are only two objective functions. The goal of MOGAo gradually produce
an increasing number of optimal subspaces, located in thetd?Bront, from non-optimal
subspaces as evolution proceeds. MOGA provides a good adremework for dealing
with multi-objective search problems. However, we stileddo perform ad-hoc design of
MOGA in SPOT for outlying subspace search, including indii&l representation, objective
functions, fitness function, selection scheme and elitism.

A

\ Non-optimal

subspaces

Objective 2

Optimal
subspaces ——————»
O subspaces

Objective 1

Fig. 4. Optimal and non-optimal subspaces in MOGA

Individual representation. In SPOT, we adopt the straightforward yet effective binagy-
resentation scheme for subspaces; all individuals aresepted by binary strings with fixed
and equal lengthp, wherep is the number of dimensions of the dataset. Each bit in the
individual will take on the value of "0” and 1", respectiwelindicating whether or not its
corresponding dimension is selected for a particular satesp

Objective Functions We need to define objective functions for subspaces w.attypes
of data. The first type of data & single data pointThis applies to each top training data



and each outlier exemplar. For a single data point, we hdwes) = f(c, s), meaning
that the objective function of subspagev.r.t data pointp is the data sparsity (measured
by RD, IRSD, IkRD) of the celt in s wherep belongs to. The second type of datahe
whole training dataD;. The objective function of for D; is defined as the percentage of
data points inD; with low PCS ins. Its calculation involves summing up the densities of
projected cells irs with lower PCS. Note that the objective functions for bothdy of data
are 3-dimensional function vectors.

Fitness function The fithess of a subspagé SPOT is defined based upon its Pareto-count
in the whole population. The Pareto-counsa$ the number of subspaces that are inferior to
s in the populationi.e., fitness(s) = |{s; : s = s;}|. s; is inferior tos, denoted as > s;,

if none of the objective function values ef is better than or as good as

Selection schemePareto-based selection scheiiseused to select fitter solutions in each
step of evolution. It is a stochastic selection method whileeeselection probability of a
subspace is proportional to its fitness value, Pr(s) = #ﬁg(s) whereP is the
population size.

Elitism. Elitism is the effort to address the problem of losing thpstentially good solutions
during the optimization process because of the randomh&$SGA. If no special measures
are taken, MOGA cannot guarantee the individuals obtainexdnewer generation always
outperform those in the older one. In SPOT, we usedlitessm method that directly copies
the best or a few best subspaces in the population of one aj@reto the next one, in an
attempt to achieve a constantly improving population okpaizes.

3.4 Detection Stage of SPOT

The detection stage of SPOT performs outlier detection faviag streaming data. As
streaming data arrive continuously, the data synopsis AQSeqrojected cell where the
streaming data belongs to in each subspace of SST are firatagpich order to capture new
information of the arriving data. Hash function is employwdte to quickly map a data into
the cell it is located in any subspace. Then, the data isdabas a projected outlier on the
fly if RD, IRSD or IkRD of the cell it belongs to in one or more SSilibspaces falls under
the pre-specified outlier-ness thresholds. These subspag¢he outlying subspaces of this
outlier. All the outliers, together with their outlying ssiiiaces and PCS of the cell they be-
long to in these outlying subspaces, are output to the @Rkgpository. All or a specified
number of the top outliers in Outlier Repository are retuttedsers in the end.

Updating PCS of a Projected Cell.The detection stage of SPOT involves the update of
PCS of projected cells as data in the stream are being pextesbe naive approach for
updating PCS is to first update BCS of base cells when new dat@sand then project
base cells from full domain space into the appropriate sat®sin order to update PCSs.
This approach, however, will be expensive because as highd¥ aggregations may be
involved. Moreover, PCS of projected cells has to be updattids way each time when new
data arrives at this cell, thus frequent aggregation ojperais required, which makes this
naive method rather costly. In this subsection, we will dest@te the incremental property
of PCS, based on which PCS can be self-maintainable witrsing BCS.

e Update RD of PCSSuppose that the latest snapshot of PCSisfcreated at tim&” with
an effective stream lengtN, then we can update RD in PCSoihcrementally when a new
data point arrives atat the timeT” (T' < T"”) with an effective stream lengtN’ as follows:

ol TR )
- it

RD(c,s)" (1)

Where}w(g;# is the density of: at timeT" anddf (1" — T)RD%’;# + 1is thus the

new density ot at time7”. After simplifying Eqg. (1), we can get
slsl

RD(c,s)T = df(T" - T)%RD(C, 9"+ 5

@)



From Eq. (2) we can see that, for incremental maintenancefviRe need to only
additionally maintain, for each non-empty cell in the sudxsg the effective stream length
N when PCS of this cell is updated last time.

¢ Update IRSD of PCSBuppose the density of cellsm and letl RSD(c, s)T be the IRSD
of cell ¢ in subspace at time7", which can be computed as follows based on the definition

of IRSD(c, s):

IRSD(e,5)" = YIIL _ Vsl m—1 o

~ 20(c) 2 >, Dist(pi, pe)?

wherep; is located inc. Based on Eq. (3), we can get

N . 2 |s|P(m—1)
Y Dist(pi, pe)* = A(TRSD(c, s)T)? ’

i=1

The IRSD(c, s) after the(m + 1) point is assigned inte at time 7" (T' < T") is
computed as

IRSD(c s)T/ = st df(I" —T)(m—1) +1
’ 2\ df(T - T) 7L, Dist(pi, pe)? + Dist(pm+1, pi)?

®)

wherey!, denotes theewmean of points ire when the(m + 1)** point is inserted inte.

¢ Update Representative Points in a Subspdoeensure a quick computation of IKRD for
a new data in the stream, we need to obtain the current setvefage cells efficiently. A
native way would be re-sorting all the populated cells ar#t pp a specific number of high-
density cells as the new coverage cells. This method is, Yenwexpensive given the fact
that the sorting has been performed in each subspace foireahing data and the number
of populated cells in many subspaces may be large. To solsgthblem, we devise the
following heuristics to minimize the number of re-sortingoojected cells:

1. If a new data falls into one of the coverage cells in a sutxsphen there is no need to
update the current set of coverage cells in this subspace;

2. Both the total coverage and the minimum density of theerurset of coverage cells in
each subspaceof SST are maintained, denoted ©yv and Den,,,;,,, respectively. If a
new data falls into a non-coverage célin s, then there is no need to update the current
set of coverage cells in either if we haveC'ov’ > g andden(c’) < Den!,;,, where
Cov’ andDen/,,. correspond respectively to the decay@e and Den,,;,, after the
new data is processed, apdlenotes the coverage ratio required for the coverage cells.

Both C'ov’ andDen!, .. can be updated efficiently.

The reason that the current set of coverage cells does ndttnagdate in the above
two cases is that, after arrival of the new data, the curremémage cells still satisfy the
coverage requirement and are still the cells with the higthessities in the subspace. These
two heuristics can contribute to a significant efficiency ioyement as majority of the data
are expected to fall into coverage cells. For example, ifdbeerage cells cover 95% of
the data in a subspace, then the possibility that the cogearalis need to be updated when
processing a new data is much lower than 5% in practice bygubkese two heuristics.

Deal with dynamics of data streamsAn essential issue to the effectiveness of SPOT is to
cope with dynamics of data streams and respond to the pessihtept drift. Besides using
decaying functions on data synopsis, additional efforteteeen taken in SPOT to deal with
this issue, which are summarized as follows.

First, both BCSs of populated base cells and PCSs of popupaitgected cells in sub-
spaces of SST will be efficiently maintained as data flow irisEBmsures SST to be able to
capture the latest data characteristics of the stream apdmee quickly to data changes;



Algorithm: SPOT _Detection(SST,t, Nean, top-k)

Input: SST, self-evolution time period and number of new subspaces generatéd,, in self-

evolution of SST;

Output: Outlier_Repository where outliers detected are stored.

. SSTCandidate— (;

. WHILE NOT (end of stream) D@

. IF a new data in the stream arrives THEN

Update BCS(p);

Update_ PCSY(p, SST, SSTCandidate);

IF (Outlier _Detection(p, SST)=True) THEN
Insert(Outlier_.Repository, p)}

. IF ((Curenttime—Starttime) modt=0) THEN {

SST— SST Evolution(SST, SSTCandidate);

10. SSTCandidate— Generate SST-Candidate(SST,Ncan);

11. For each new outliekssadded to OutlieRepository DQ

12. MOGA (o);

13. SSF SSTU top sparse subspaces®of} } }

14. Return(top_k_outliers(Outlier_.Repositorytop_k));

CONOUITAWNE

Fig. 5. Detection algorithm of SPOT

Second, any outlier, whenever it is detected, will not beatided but rather be stored in
Outlier Repository. Their top sparse subspaces produc@d®$A will be added intaSS
of SST to detect outliers from streaming data arriving ladsra consequence, the detecting
ability of SST will be enhanced constantly as an increasinglmer of outliers are detected
along the detection process;

Finally, SST is equipped with an unique featureafine self-evolutionAs the detection
stage proceeds, a number of new subspaces are periodieallyaged online by crossover-
ing and mutating the top subspaces in the current SST. Thexgly generated subspaces
represent the evolution of SST. Once the new subspaces$int®e whole SST, including
the new subspaces, will be re-ranked and the new top spaispates will be chosen to
create a new SST. As a trigger of the self-evolution, a condeft monitoring mechanism
is also incorporated to detect the sudden change of data stithams. The data distribution
can be measured at any time using PCSs of cells in the hypeesuba significantly differ-
ent PCS (i.e., higher than some pre-defined threshold) isatide of a noticeable change of
data distribution, representing a possible concept &ften this happens, the self-evolution
will be activated to re-shuffle the SST.

Detection algorithm. The detection algorithm of SPOT is presented in Figure 5.détec-
tion algorithm is executed as long as the end of stream haseasot reached. The set called
SSTCandidates used to store the new subspaces generated periodicathySET to repre-
sent its self-evolution. Upon arrival of a new data, threlesseps are performed (Step 3-7),
that are, 1) BCS of the base cell in the hypercube to which ¢t pelong are updated; 2)
PCS of the projected cell in each SST subspace and candi8atsspace to which the
point belongs are updated and 3) this point is checked in ebsbspaces in SST to decide
whether or not it is a projected outlier. If this point is falito be a projected outlier, it will
be added to OutlieRepository where all the detected projected outliers argetstored.
Every time when a time period dfis elapsed, the self-evolution is SST is carried out. It
creates a new SST by using the current SST and S&Tdidate (Step 9). Then, it generates
new subspaces for self-evolution in the next cycle. In S®@palnumber of new candidate
SST subspaces are generated. For those newly detectezt®irtlthe latest cycle, MOGA
is applied in Step 11 and 12 to find their respective top spaubspaces in order to update
SST. Finally, thetop_k projected outliers detected in the detection stage arenedu(Step
14).



4 Experimental Results

We use both synthetic and real-life datasets for performaualuation. All the experimental
evaluations are carried out on a Pentium 4 PC with 512MB RAM.

Synthetic data setsThe synthetic data sets are generated by two high-dimesiglata gen-
erators. The first generator SD1 is able to produce datatsstgenerally exhibit remarkably
different data characteristics in different subspaces.Aumber, location, size and distribu-
tion of the data in different subspaces are generated ralyd®dhis generator has been used
to generate high dimensional data sets for outlying sutespetection [21][19][20]. The sec-
ond synthetic data generator SD2 is specially designeddimparative study of SPOT and
the existing methods. Two data ranges are definell;as- (a,b) and Ry = (¢, d), where
b+ 1 < ¢, lis the length of a partitioning interval in each dimensiohisTensures that the
data points inR; and R, will not fall into the same interval for each dimension. In Zve
first generate a large set of normal data pointsach of which will fall intoR; in ¢ — 1
dimensions and intd, in only one dimension. We then generate a small set of pregect
outliersO. Each projected outlier will be placed inf®, for all the dimensions. Given the
large size ofD relative toO, no projected outliers will exist ifh. An important characteristic
of SD2 is that the projected outliers appear perfectly nbimall 1-dimensional subspaces.
To tailor them to fit data stream applications, time dimensice added into SD1 and SD2.
The outliers generated in SD2 are assumed to arriy@|atandomly distributed time points
t; € {t1, -+ , |0} of the whole data stream.

Real data setsWe also use 4 real-life multi- and high-dimensional datseiour exper-
iments. The first two data sets come from the UCI machine iegnrepository. They are
calledLetter Image(RD1, 17-dimensions) anlusk (RD2, 168-dimensions), respectively.
RD1 and RD2 does not have timestamps. However, the decayghtfienctions for the data
in these data sets can be computed based on their sequeatial instead of the timestamps,
in the data sets. The third real-life data set isKiBED-CUP’99 Network Intrusion Detection
stream data setRD3, 42 dimensions). RD3 has been used to evaluate theedhgsigual-
ity for several stream clustering algorithms [4][5]. Theufth real-life data set is the MIT
wireless LAN (WLAN) data stream (RD4, 15 dimensions), whieim be downloaded from
http://nms.lcs.mit.edu/ mbalazin/wireless/

4.1 Scalability Study

The scalability study investigates the scalability of SR®3th learning and detection pro-
cesses) w.r.t lengthv and dimensionalityy of data streams. The learning process we study
here refers only to the unsupervised learning that gersiaeof SST. Due to its generality,
SD1 with differentN andy is used in all scalability experiments.

Scalability of learning process w.r.t N. Figure 6 shows the scalability of unsupervised
learning process w.r.t number of training défa The major tasks involved in the unsuper-
vised learning process are multi-run clustering of tragrdiata, selection of top training data
that have highest outlying degree and application of MOGA&ach of them to generat&S

of SST. The lead clustering method we use requires only desgaan of the training data,
and the number of top training data we choose is usuallydineapended ov. Therefore,
the overall complexity of unsupervised learning processesclinearly w.r.tV.

Scalability of learning process w.r.ty. Since the construction ¢fS in SST does not need
any leaning process, thus the dimension of training gatdll only affect the complexity

of learning process in a linear mannemvided that a fixed search workload is specified for
MOGA As confirmed in Figure 7, we witness an approximately lirgrawth of execution
time of learning process whenis increased from 20 to 100 under a fixed search workload
in MOGA.

Scalability of detection process w.r.tN. In Figure 8, we present the scalability result of
detection process w.r.t stream lengdth In this experiment, the stream length is set much
larger than the number of training data in order to study #régomance of SPOT in coping
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with large data streams. Figure 8 shows a promising linehawier of detection process
when handing an increasing amount of streaming data. ThHiedause that the detection
process needs only one scan of the arriving streaming degaldition, since BCS and PCS
are both incrementally maintainable, detection proceSR@T thus becomes very efficient.
This leads to a high throughput of SPOT and enables it to dialfast data streams.

Scalability of detection process w.r.tp. ¢ affects the size ofFS that is used in detection
process. Whe/ ax Dimension is fixed, the size ofFS is in an exponential order ap,
which is usually much larger than that &S and OS. This causegS to dominate the
whole SST. As such, the execution time of detection procesgpected to grow exponen-
tially w.r.t . We typically set lowetM ax Dimension values for data streams with higher
dimensionality to prevent an explosion BtS. We first useM ax Dimension = 3 for data
streams of different dimensions and we can see an expohbatiavior of the detection
process. Then, we use variable values¥bax Dimension to adjust the size aF S. We set
MaxDimension = 4 for data sets with dimension of 20 and 40, 8tz Dimension = 3
for data sets with dimension of 60 and finally 8¢t.x Dimension = 2 for data sets with di-
mension of 80 and 100. If this strategy is used, we will withas irregularly-shaped, rather
than an exponential, curve of the detection process. Thétseme presented in Figure 9.

4.2 Effectiveness Study

Convergence study of MOGA .We first study the convergence of MOGA in terms of opti-
mizing RD, IRSD and IkRD. Convergence of MOGA is crucial tdlgimg subspaces search
in SPOT. We investigate the average of RD, IRSD and IkRD ofttire10 subspaces in
the population of each generation of MOGA. This experimsertdnducted on SD1, RD1,
RD2, RD3 and RD4. Only the results of RD3 (KDD-CUP’99 dataatn) are presented (see
Figure 10). Similar results are obtained for other datase¢merally speaking, the criteria
are being improved (minimized) as more generations ar@pagd in MOGA. This indi-
cates a good convergence behavior of MOGA in searching iogtisubspaces. However,



there are some abrupt increase of optimizing criteria wlnghe search process. The un-
derlying reason is that, when elitism is not used, there ighdr chance of occurrence of
degrading generationis the evolution. This is due to the randomized nature of MOt
likely renders good solutions in one generation to be logh@next one by crossover or
mutation operations. When elitism is employed, we can aetaebetter optimization of RD,
IRSD and IkRD. Because the best solutions are copied intoaelkegeneration, we do not
see any vibrations of optimizing criteria values in MOGA dhd optimizing criteria can be
constantly improved as evolution proceeds.

Detection performance of SST.The three sub-groups of SST work collectively to detect
outliers from data streams. Their respective contribuitiooutlier detection is not identical
though. This experiment aims to study the percentage ofeositthat can be detected by
using each of the sub-groups of SST alone. The experimesdalts indicate that by using
FS alone, which covers the full low-dimensional space lattize can detect as many as
80-90% of the total outliers that exist, whiléS andSS can further help the system detect
another 10-20% of the outliers.

Evolution of SST. One of the important features of SPOT is its capability of-seblution.
This is a very useful feature of SPOT to cope with the fastgiveg data streams. In this
experiment, we investigate the evolution of SST as an inébrma indicator of concept drift
of data streams. The setup is as follows. We keep the iniaion of SSTi(e., the SST ob-
tained after 1000 data points are processed) and recor@tbi®ns of SST when every 1000
data (up to 10,000) are processed afterwards. Self-egaligiactivated at every 1000-data
interval. We compare different SST versions with the ihitiae and calculate the percentage
of identical subspaces. SD1, RD1, RD2, RD3 and RD4 are ugetthitoexperiment. The
results are shown in Figure 11. We find that an increasing rumisubspaces in the initial
SST have disappeared in the later SST versions as more data are processed. We use
the same seeds in MOGA, ruling out the randomness in indatiganeration for different
self-evolution sessions. Therefore, the change of SSTadalthe varying characteristics of
the data stream and outliers we detect in different stages.

Comparative study. Since there is little research conducted in projected eudetection
for high-dimensional data streams, we cannot find the tegtas tackling exactly the same
problem as SPOT does for comparison. However, there are slated existing approaches
for detecting outlier detection from data streams that weamanpare SPOT with. They can
be broadly categorized as methods udiigjogram Kernel density functiordistance-based
functionandclustering analysisrespectively.

Histogram and Kernel density function are the most commasigd statistical tech-
nigues in outlier detection. Histogram technique creates tor each dimension of the data
stream. The density of each bin of the histogram are recoiesl sparsity of a bin in the
histogram can be quantified by computing the ratio of the ithen$this bin against the av-
erage density of all the bins in the histogram for this dini@msA data point is considered
as outlying in a dimension if it falls into an excessively iggabin. Kernel density function
models local data distribution in a single or multiple dirsiems of space. A pointis detected
as an outlier if the number of values that have fallen intsmggghborhood is less than an
application-specific threshold. The number of values inntéighborhood can be computed
by the kernel density function. Distance-based functiawsdron some distance metrics to
measure the local density of data in order to find outliers. #&anrecent distance-based
method for data stream is calléttremental LOH16]. Clustering analysis can also be used
to detect outliers from those data that are located far dpart data clusterddPStrean5]
is the representative method for finding subspace clustdrigih-dimensional data streams.

Amongst the 4 competitive methods, histogram method maie&ys with single attribute
and HPStream has mechanism to explore subspaces for aptincizisters. However, the
Kernel density function method and Incremental LOF can hkamntultiple attributes but
lacks the ability to explore subspaces. Their detectiofop@ance is thus heavily depen-
dent on the selection of subspaces for outlier detectiothinexperiment, we study three
different ways for deciding subspaces where these two mietlilbbe applied, namely ran-
domly selecting a single subspace, randomly selectingiphellsubspaces and using SST



Methods SD2 RD3 RD4

DR FPR DR FPR DR FPR

Histogram 0% 32.1% | 43.3% | 24.7% ] 48.9% | 19.2%
Kernel density function (random single subspace) 7.3% 0% 2.8% 0.3%

Kernel density function (random multi subspaces) 79.3% | 8.6% | 83.8% | 7.4%

Kernel density function (SST) 84.3% 4.6%
Incremental LOF (random single subspace) 8.9%
Incremental LOF (random multi subspaces) 79.2%
Incremental LOF (SST)
HPStream 7.3%
SPOT

Fig. 12. Comparative study results

obtained by SPOT. We use SD2, RD3 and RD4 to carry out the c@tiymexperiments.
As RD4 is an unlabeled data stream, an offline detection spledaformed to established the
ground truth results prior to the comparative study.

The performance of all the methods are measureddbgction rate (DRandfalse posi-
tive rate (FPR) The results are summarized in Figure 12. To facilitateltesialysis, two se-
lection rules are devised based on DR and FPR. TheRateDR > 90% and F PR < 5%,
Ry : DR > 85% andF PR < 10%. Obviously,R; is more desirable thaR, in terms of
detection performance. We highlight the cells in the tabb satisfyR; using red colour
and those that satisfis using purple colour, respectively. After colouring, it betes much
easier for us to see, from a macro scale, that SPOT and Inotahh@®©F (SST) achieve the
best performance overall for the three data sets, followeldynel density function (SST),
Kernel density function (random multi subspaces) and imemrgal LOF (random multi sub-
spaces). Histogram, Kernel density function (random sirsgibspace), Incremental LOF
(random single subspace) and HPStream bottom the listjmduies not contain any colored
(DR, FPR) pairs. Compared with other competitive metho®QBis advantageous that it
is equipped with subspace exploration capability, whiamtgbutes to a good detection rate.
Moreover, using multiple criteria enables SPOT to delivercnmore accurate detection
which helps SPOT to reduce its false positive rate.

5 Related Work

There have been abundant research in outlier detectioripabt decade. Most of the con-
ventional outlier detection techniques are only applieablrelatively low dimensional static
data [8][11][12][14][18][15]. Because they use the fult s¢attributes for outlier detection,
thus they are not able to detect projected outliers. Thepatanandle data streams either.
Recently, there are some emerging work in dealing with eutlietection either in high-
dimensional static data or data streams. However, theremaivbeen any reported concrete
research work so far for exploring the intersection of thegeactive research directions. For
those methods in projected outlier detection in high-disi@mal space [3][23][21][19][20],
they can detect projected outliers that are embedded ipaabs. However, their measure-
ments used for evaluating points’ outlier-ness are noeimemtally updatable and many of
the methods involve multiple scans of data, making themgabke of handling data streams.
For instance, [3][23] use the Sparsity Coefficient to measlata sparsity. Sparsity Coeffi-
cientis based on an equi-depth data partition that has tpdhated frequently in data stream.
This will be expensive and such updates will require mudtgdan of data. [21][19][20] use
data sparsity metrics that are based on distance involhiegéoncept okNN. This is not
suitable for data streams either as one scan of data is rienf for retainingkNN infor-
mation of data points. One the other hand, the techniquesétding outlier detection in
data streams [13][2][17] rely on full data space to detetliens and thus projected outliers
cannot be discovered by these techniques.



6 Conclusions

In this paper, we propose SPOT, a novel technique to dealthétproblem of projected out-

lier detection in high-dimensional data streams. SPOT uspgxed with incrementally updat-

able data synapses (BCS and PCS) and is able to deal withig@stiimensional streams.

It is flexible in allowing for both supervised and unsupeeddearning in generating the
detecting template SST. It is also capable of handling dycsof date streams. The experi-
mental results demonstrate the efficiency and effectieeaESPOT in detecting outliers in

high-dimensional data streams.
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